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This document provides an end-user-oriented overview of dineFlort Secure Email system for people who receive
secure emails sent by Department of Managed Health Care (DMHC).

Why Secure Email?

When you are sent an email, the emalil typically travels over tnét in order to be delivered. Email that travels
over the internet is inherently insecure. Consequently, it eaedd fairly easily by someone other than you.

In many cases, the fact that the email might be read by someonggis@ot be a cause for concern. However,
when financial information, health care information, or otlessgtive information travels by email, interception by
an unauthorized person may compromise your privacy, may vibatending organization’s internal security
policies, and may violate state and federal privacy regulations.

Because of these concerns, DMHC is implementing a change in theendsliver sensitive, confidential email.
This change will allow email to be encrypted before it is seeat the internet so that only the intended recipient
will be able to open the message.

What Emails will be Encrypted?

The sender of the email will make the decision to encrypt the befaite sending it to you. The sender may know
that either the email or an attachment contains sensitive infometd thus requires encryption.

As a precaution, all outbound emails will be content scanneskfigitive or confidential data (example: social
security numbers).

Receiving first Secured Envelope and Enrollingum 8ecure Email System

The DMHC secure messaging solution is called Iron Port Secailbd®. Each time you receive a Secured
Envelope (our term for a secure email), you will receive an emali@asn below. The email will have an
attachment, namedé&curedoc.htrfy which informs the recipient that the attached securedoc.hevikfd secure
Iron Port Secured Envelope.

£ (0 unread) Yahoo! Mail, disheaf - Microsoft Internet Explorer provided by DMHC
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Eile Edit Yiew Favorites Tools Help
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Please open the attachment using your web browser. Sinceybis irst secure Secured Envelope, you will be
asked to register with the enrollment service (CRES). The ssheion the next page shows the Secured Envelope
attachment opened in a browser, with a request to select thetédReigton to register.

 Secure Registered Envelope: [SEND SECURE]Health Issues - Microsoft Internet Explorer provided by DMHC

@ = ¥ http:4/68.142.220, 15/us.£505. mail yahoo com/yaeecuredownload? mid=1_17303_ 1850 WRL=http v | [ €| X

Eile Edit View Favorites Iools Help

v [rpage v G Tooks v

W & [Dﬂl | § OTIS Hare Page | wr secure Regetered .. x l | - &
tessage Seeurity: High
Help
From Sheaf, Diana <dsheaf@dmhe.ca.gous
To: disheaf@yahoo.com
Subject: [SEND SECURE]Health Issues
T spen his message, firss lick the buson 0 [REGISTER
vt il
continue opening the message.
Select a different address
alialn
cisco
& 3§ @ Internet H100% <

Please click on the “Register” button to complete the enroliment.
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= Cisco Registered Envelope Service New User Registration - Microsoft Inter...

e Y

il htps : ffres. cisco. comfwebsafefregister PULId =830 120bdos57 1 Vl 5 | 2| X |

Eile Edit Yiew Favorites Tools Help

- »
o e Iz‘.';'!'o' Cisco Registered Envelope Service Mew User, .. l l 5 - B e ~ |-k Page v O Tools «

atfran]
CISCO

Welcome

New User Registration

* = required field
Email Address disheaf’@ vahoo.com
First Name™

Last Name*

- Enter a minitmim of 6 characters or munbers. Passwords are case-
Password | L .
sensitive. Passwords must contain both letters and numbers.

Confirm Password™® | |

Enter a short phrase that onlv vou will know. This phrase will
|appear on message envelopes when vou log in. When vou see
vour phrase. you know you are logging in to our secure site_

Personal Security Phras e|

[l Remember me on this computer.

About Terms of Service Privacy Policy © 2001-2007 Cisco Systems Inc. All rights reserved.

[& & Internet F100% T

You will also be asked to provide the answer to a queskieriWhat is your favorite color?’ You can select the

guestion you want to answer. If you ever forget your paskwou'll be asked to answer this same question in
order to reset your password.

Again, the entire process of enroliment will take under onaitamiand is completed over a secure internet
connection. You will only have to enroll once, no matter htany secure emails you receive

If you have successfully registered, you will see the follgvgicreen:

So-

Eile Edit Yiew Favorites Tools Help

e  afr [2‘.';'!'6 Cisco Registered Envelope Service MNew User.., ] ] - B

I
Ccisco

I NEW USER REGISTRATION

Thanks! You've created a Cisco Registered Envelope
Service account. To complete your registration,
please activate your account.

How to Activate Your Account

Check Your Email

You will soon receive an email message at:
disheaf@yahoo.com. Follow the instructions in the
email to activate your account.

To exit this page, close your browser window.

About Terms of Service Privacy Policy

© 2001-2007 Cisco Systems Inc. All rights reserved.

Done [ &0 Internet #100% T
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How do | Open My Secured Envelope?

Exiting the above page will close your browser window. Ma@unow go back to your email and within minutes
you will see an email from CRES Do Not Reply with the sabpfPlease activate with CRES.

shoo.com /dc/launch?. e n ~ | ¥r X |'announcing encryption letter

Elle Edit View Favorites Took Help
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8 Caiender
[ Motepad
> B AllFeeds add
¥ My Folders Add
= slockpuster
[ Floners
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EREN iorth? Find ot
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No events. Click the plus sign to add an event.

Done & [ @ et a00% <

Click on this email and you will see the below email message:

(= (10 unread) Yahoo! Mail, disheat icrosoft Internet Explorer provided by DMHC

@" ~ % fittp:/us.mgz. mail yshoo.com/de/launch?. rand=baugd47ehkezp v | #3| % | |'announcing encryption letter B

File Edit View Favorites Tools Help

W g [%F § OTIS Home Page | (10 urread) vahoo! ., I_‘ - B - @ - [rPage v GTooks~ 7
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W Trash Empty
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— your computer. For best results, save the file first, then open it in a Web browser. To access from a mobile device, forward this message to
T Calendar mobile: m to receive a mobile login URL.
[ notepad
8 aid If you have concerns about the validity of this message, contact the sender directly.
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After clicking on thesecurdoc.htmlink to open the secured email, two pop-up windows witlesy.

Titled - Download Attachment. This assures you the attadhiseinus free.
Titled - File Download. You will be asked if you waatdpen or save the file. If you choose to open the
attachment, the following screen will appear:

= Secure Registered Envelope:[SEND SECURE]Health Issues - Microsoft Internet Explorer provided by DMHC

@ v | ¥Phip://68. 142,229, 15/us.f505. mail yahoo com/ya/securedownloadpmid=1_17303_ 1BSCH i=InboxBpid =28 ref=Aclean =08redirectURL=hty v | #2| X i
Eile Edit View Favorites Tools Help

W 4 [53]- | @ oTis Home Page |5 Secure Regitered .. % || fh- B - Do~ Gk

Hele
| From: Sheaf, Diana <dsheaf@dmhe.ca.gov>
To: disheafeyahoo.com
Personsl Security Phrase
Subject:  [SEND SECUREIHealth Issues e ie
Password machine.
7 More info
[JRemember me on this computer.
OPEN

Select a different address
1F you experience problems opening this message, try to Open Online

almln
cisco

Cisco Registered Envelope Service

https:/fres.cisco.cor/ (o4 L3 @ Internet H100% -

You will see the Envelope has changed, with the “Register” bugplaced with an “Open” button and a Password
entry field.

Simply type in your password (the one you created on thdireerd site) and click on the Open button.
Viewing the Message

Once you open the Secured Envelope, you will see the contehtsariginal message, including any attachments.
The page will look similar to the screen on the next page.
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= Secure Message:[SEND SECURE]Health Issues - Microsoft Internet Explorer provided by DMHC

() v | ¥ hiip://66. 142.229,15/us. 505, mail yahoo. comyya/securedor =1_17303 1BSCHO} =Ir ef=aiclean=NaredirectURL=httr v

Eile Edit Yiew Favorites Tooks Help

w & [%Hﬁ‘oﬂshume Page |7 Serure vessager[s x[7‘ B B @ - Gpage v GTook~

Secured Message Reply ) (ReplyAll
From: "Sheaf, Diana" <dsheaf@dmhc.ca.gov>
To: disheaf@yahoo.com

Date:  May 7, 2008 11:26:48 AM PDT
Subject: [SEND SECUREIHealth Issues
This email cantains sensitive information regarding health issuss

Diana Sheaf
EmaiCel ey

© 2000-2007 Cisco Systems Inc. All rights reserved.
Dare (3 @ Internet w100% -

You can now read the message, and by clicking on the attachni¢idésgiare any) you can open or save them.
Replying to a Secure Envelope

When you open your Secured Envelope, you will see the cowtfetiis message, Reply button, and Reply to All
button. You can securely reply to this message. Simply atiake “Reply” or “Reply to All” button and you will
be brought to a secure web-site where you can construct yowr Tepl page will look similar to the screen below.

(= Cisco Registered Envelope Service Reply to Sender - Microsoft Internet Explorer provided by DMHC

s https ./ /res cisco.com/websafe /securereply v | & |[4r][x Pz

Ele Edt Vew Favorites ook Help
% 4 [55]-] @ oTiS Home Page 2t Cisco Registered Env.., X[ | -8 &

- |:rBage ~ G Tooks ~

REPLY TO SENDER Send Reset Cancel
Fromi dsheatyahos.com

To: dsheaf@dmhc.ca.gov

e ]

s | ]

subject: [RE- [SEND SECURE]Health Issues ]

Attachments| (none)

Message
777777777 Message:
FROM: "Sneaf, Diana" <dsneafmnc.ca.govs
TC: dlshearGyanoo.com v

O Autematically BCC me on this email.
[ Send me a read receipt when a recipient has opened this email

This option does not guarantse a receipt will be sent; recipient email applications can sometimes block read receipt
request:

Send| Reset [Cancel

About Terms of Service Privacy Policy © 2001-2007 Cisco Systems Ine. All rights reserved.

Done (3 @ Interret H100% -

Just type in your response and hit ‘Send’.
Envelope Options
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Depending on how the message sensitivity is configuredeolidh Port server, the Secure Envelope may appear
with checkbox and button options. Normally you'll justklon the ‘Open’ button, but for your reference, the other
options you might see are explained here.

= QOpen Online Link- In the very rare case your browser does not support Jgua$oti will see a message on
the envelope saying your browser does not support JavaXaiptan still open the Envelope if you use the
Open Online button.

= Remember me on this computeihis option will be used in tandem with the messagetagtysconfiguration
on the server to determine whether to prompt for the passwverg time a secure envelope is opened by the
recipient.

Other Common Questions

When | send a Secure Reply, will it be in my desktop emaigsys ‘Sent Items’ folder?

No, because your Secure Reply is not sent using your deskitaipsystem, it will not keep a copy in your ‘Sent

Items’ folder.

However, if you select the “Automatically BCC me on this erhalleckbox on the Secure Reply form, you will

receive a secure bcc copy of the message for your records. Or yeditogour CRES profile to always have the

above option selected.

What if | forget my password?
If you forget your password, you can reset it by going teeb-page for resetting passwords. A link to this page can
normally be found on the email that accompanies the Secure Envelapethe Secure Envelope itself.

Do | need to install any software on my computer in ordeptn and read a Secure Envelope?
No. All that is needed is a web-browser such as Internet Eexpldetscape, Firefox, or Safari.

When | open the envelope, | see something like this. Wh&t is i

Security Alert A |
rir“";l Information you exchange with this site cannot be viewed or

?- changed by others. Howewver, there is a problem with the site’s
: securty cerificate.

& The security certificate was issued by a company you have
not chosen to trust. View the cerificate to detemine whether
you want to trust the cerifying authority .

& The security centificate has expired oris not yet valid.

& The name on the security certificate is invalid or does not
match the name of the site

Do you want to proceed?

Yes I | Mo I View Certificate I

This is a message that most browsers display when you caargesecure web-site; it allows you to confirm the
security certificate is valid.
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