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[

. Purpose

The purpose of this document is to assist consumers with encrypted email messages from
the DMHC.

Il. Introduction

Consumers are not required to purchase any additional software or hardware to receive
email from DMHC.

Note: Access to the Internet via a web browser is needed.

lll. Receiving Email - “External’ Recipients

DMHC’s Microsoft-based encryption solution uses password authentication. You will need
to go through an initial registration/authentication process.

IMPORTANT - The secured envelope will not contain the DMHC logo but use the
Microsoft Exchange Hosted Encryption logo instead.

What is password authentication?

Password authentication is a simple and streamlined way for recipients of encrypted email
to view the email’s contents. The first time you receive an encrypted email and attempt to
view it, you will be prompted to create a password to view the encrypted email message.
Once the password is created, you can use it to view encrypted emails quickly and
securely.
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A.) Using password authentication for the first time to view encrypted email

e Open the email and you will observe Figure 1 and Figure 2 within the email
e Double-click on the HTML attachment (Figure 1)
L]

You will need to authenticate before you can click on “Read Message” button (Figure 2)

[SEND SECURE] testing

hu, May &, 2011

Microsoft®

Exchange _
Hosted Encryption

This is a secure, encrypted message.

To view your secure message:
Desktop users:

Open the attachment (message_zdm.html) and
follow the instructions.

Disclaimer: This ema

Email Security Powered by Voltage IBE™

Figure 1 - Notice that you have received an encrypted email. Click the attachment to read the email.

plicrosofr

Exchange )
Hosted Encryption

Read Your Secure Message

If yvou are a first time user, you Mmay neaed to

Read Message

Disclaimer:T

Email Security Powered by Woltage IBE™ (Cop

Figure 2 — Contents of web page after opening the HTML attachment. Click Read Message to read the email

Page 3 of 10



DMHC Secure Email Encryption Guide

Enroll by entering your account information (i.e. name, email address), create a password,
and click submit.

%mypﬁon

Create a New Account

Please provide the following
information to read your email.

Microsoftis committed to protecting your privacy. Your name and e-mail address collected an this Site will be used specifically
to provide you with our Hosted Encryption Service. We will not share this information outside of Microsoft and its subsidiaries,

affiliates, or agents, and we will not contact you through this e-mail address except regarding this Service.

By clicking "Submit” below, you acknowledge your consent to provide Microsoft with your infarmation for use as described above.

Please complete the fields below:

Your Name |<y0urﬁrstname yourlastname:> |

Your Email Address T I

FPlease Choose Your Password | |

Re-type Your Password | |

-
\% Your message is encrypted with Microsoft Exchange Hosted Encryption . Click here to learn more.

vy

Copyright ©2005-2010 Microsoft Corporation. All rights reserved. | Terms of Use | Privacy Statement

After completing the above information, click Submit. The system will then send the below

message.

@I-I.sﬁﬁncrypﬁon

Please Check Your Email

We have sentan email entitled "Microsoft Exchange Hosted Encryption Account Creation” tc your email account. When you

receive the email, click on the contained link to complete the enrcliment process.

NOTE: The link in the email only weorks once. To prevent confusion in the future, delete the email after you have retrieved your

key.
You may now close this web browser.

Thank you,
Micresoft Exchange Hosted Encryption

B -
% Your message is encrypted with Microsoft Exchange Hosted Encryption . Click here to learn more.

Copyright ©2005-2010 Microsoft Corporation. All rights resérved. | Terms of Use | Privacy Statement

When the verification email arrives, click on the link in the message to complete the account

creation process. (See Figure 3)
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From: Microsoft Hosted Encryption [hostedencryption@encryption.messaging.microsoft.com]
To: Daniel Bohm

Co

Subject: Microsoft Exchange Hosted Encryption Account Creation

Sent: Tue 11/14/2006

Hello Daniel Bohm,

To complete the account creation process, you must click on the link below:

https://enroll.encryption.messaging.microsoft. com/answerback/enroll. php?abn=waZyk4INfBcgHdav

on the link above.

Thank you for using Microsoft Exchange Hosted Encryption.

IMPORTANT: For security reasons, this is a one-time use link that works only on the same browser
and machine you used to enrcll. It is advised that you delete this email after you have clicked

Figure 3 — Email to confirm creation of new account.

This completes the authentication process.
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B.) Decrypting email messages (after authentication)
As explained on Page 3:

Open the email and you will observe in Figure 1 and Figure 2 within the email
e Double-click on the HTML attachment (Figure 1) -or-

¢ You may now click on “Read Message” button (Figure 2).

e The following screen will appear:

E Exchange Hosted Encryption - Zera Download Messen, . i~ il v o
Microsaft
& Help
Exchange _
Hosted Encryption
Sign In
Email Address:
Password:
Forgot your password or need to change it?
Exchange Hosted Encryption
Learn Maore
Email Security Powered by Voltage IBE™ “opyright 2011 Microsoft Corporatior rights reserved, Legal | Privacy

Figure 4 — Enter your password to decrypt and view the email.
There is also an option to reset or change your password if needed.
(Please see Page 9 for additional information).
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Microsoft®

Exchange _
Hosted Encryption

dizsheaf@yahoo.com @ Help = Sign out

l Reply ” Reply to All ” Forward

From: @dmhc.ca.gov (Authenticated by encrypticn.messaging.microsoft.com) & walid Signature (Help)
To: @yahoo.com
Sent: Fri May 6, 2011 1:14 FM (2 minutes ago)

Subject: [SEND SECURE] Important Information

Dear Sir
Here is the medical information you have requested

Thanks, Diana

Exchange Hosted Encryption l Reply l [ Reply to All l l Forward
Learn More

Email Security Powered by Voltage IBE™ Zopyright 2011 Micresoft Corporation, Al rights reserved. Legal | Privacy

Figure 5 — The decrypted email with options to reply or forward securely.

o After replying to an encrypted message, you will see the below screen.

Microsoft

Exchange )
Hosted Encryption

@yahoo.com @ Help = Sign Cut

You have successfully sent a secure message.

Back to original messages

Exchange Hosted Encryptic
Learn More

3

Email Security Powered by Voltage IBE™ Copyright 2011 Microsoft Corparatien. All rights ressrved. Legal | Privacy

¢ Click on Sign Out to exit.
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Additional information regarding working with encrypted emails:

For security purposes, the link provided to read your encrypted email can only be clicked
once. If you attempt to click on the same link a second time, you will receive the following
error:
. Microsoft - F - M=
Exchange . | [ . "
Hosted Encryption H — |

AN This link has expired. If you are trying to view your secure message, return to
yvour inbox, click on the message you are attempting to read, and open the
attachment titled message_zdm.html.

There has been an error with your request

Ifthe errar persists, please email technical support at suppor@frontbridge.com and we will contact you shorly,

| —:! Your message is encrypted with Microsoft Exchange Hosted Encryption . Click here to learn more
S

Copyright ©2005-2010 Micrasoft Corporation. All rights reserved | Terms of Use | Privacy Statement

In order to read the email, you will need to go back to the original email you received and
follow the authentication process again. This will cause a new email to be sent to you with
a new link.

Alternatively, you may clear your Internet cookies and cache.

If you are still unable to read the message, contact the DMHC Help Center at
1-888-466-2219 and let them know of the issues you are experiencing.

Important Issue

The timeout for responding to an encrypted message is 15 minutes. This timer starts as
soon as you process the authentication through the message_vsr.html attachment.

You will have 15 minutes to:
authenticate

open authentication email

read your decrypted message
compose a reply to the sender

and send your encrypted response.

akron-~

If the email answer back is delayed for any reason or replying takes more than 15 minutes
to compose, the session will timeout and you will receive an error (see above).

As soon as you have received one answer back that has expired, you must request another
answer back from the HTML message in order to view the encrypted message again.
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C.) Resetting a password

¢ Inthe Sign In screen (See Figure 4) click on the link in the “Forgot your password or

need to change it?”.

e The following screen will appear.

Hosted Encryption

Check Yieospr Eomeel

4 message haxr beenaent to = b ooim with Ehe mubgect
Exchange Hortad Encrypison Pactword Rasat
ek on the nk in e message to-ackraabs your sooonk

1IF wouo do ok recesve che mesesge wehm che nexe faw meutes, dhecks vour
ok amal Foldar

The message Wi come fom Eocpen Rosied Encrenticn
MO DTN TG O PR D, T SR TS O T 2
Lawm Mo
rad w P gyt b HfE

I Exchangs Hosted Enciyvption - T o Cosenioad Mamsr. . 7 R 1 | T L
Exchange -

¢ An email will appear with the following information and link:

Exchange Hosted Encryption Password Reset

ging. micr

rom: Microzoft Hosted Encryption <hostedencryptiong@encryption. mezza

o @yahoo.com

hicrosofr®

Exchange _
Hosted Encryption

Hello @yahoo.com,
& paszsword rezet has been requested for your account. Te change yvour password, click the following lin

httpe:/fvoltage-ps-0000.encrvption.messaging.microsoft.com,/tok/1 G02hRE=S11 GasMICFSFGY KT AWOALL

Fri, May &, 2011 3:24:22 PM

ket

S _HaWEfRh2DwEl-

2=oVISFPsTAQIgEBITs12c=c2&h=h-1550652626
MNote: If vou cannot click the link, you can copy/paste it inte yvour browser.

If vou did not request a password reset, please contact technical support at noreplv@encryption.messaging.microsoft.com

Microsoft
This reguest was received on May 6, 2011 st 3:24 PM PDT for: @yahoo.com.
Email Security Powered by Voltage IBE™ Copyright 2011 Microseft Carparation. All rights reserved. Legal | Privacy
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e After clicking on the link, the following screen will appear.

Hosted Encryption

Reset Your Password

Name:
Email Address:

New Password:

Verify Password:

Bk L e
Exchange Hosted Encryptior

Learn More

Email Security Powered by Voltage IBE™

Four Marne

@vahoo.com

E Exchange Hosted Encryption - Zero Download Messen. .. f!'ql\,’ & 9'9" T Em T
Microsoft & Help
Exchange

s Legal | Privacy

IV. Need Assistance?

If you are experiencing problems with email please contact the DMHC Help Center at 1-888-466-

2219.
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